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ABSTRACT

When acquiring a product having an OS, it is very important to identify the exact kernel version of the OS. This is
because the product’s administrator needs to keep checking whether a new vulnerability is found in the kernel version. Also,
if there is an acquisition requirement for exclusion or inclusion of a specific kernel version, the kernel identification
becomes critical to the acquisition decision. In the case of the Linux kernel used in various equipment, sometimes it
becomes difficult to pinpoint the device’s exact version. The reason is that many manufacturers often modify the kernel to
produce their own firmware optimized for their device. Furthermore, if a kernel patch is applied to the modified kernel, it

will be very different from its base kernel. Therefore, it is hard to identify the Linux kernel accurately by simple methods
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such as a specific file existence test. In this paper, we propose a static method to classify a specific kernel version by

analyzing function names stored in the symbol table. In an experiment with 100 Linux devices, we correctly identified the

Linux kernel version with 99% accuracy.

Keywords: Firmware Kernel Version Identification, Static Analysis, Symbol Table, System map, Kallsyms
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Fig. 1. Symbol Table(kallsyms) Structure
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Table 1. Count of ka/lsyms included in firmware
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Fig. 3. Kernel Identifier Module Flowchart
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Table 2. Kernel identification result by algorithm

Changing patterns in TLSH similarity based on Kernel 3.0.12
350 Average: 249

_____

Average: 55

TLSH difference value

Kernel Version
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Table 3. Experimental Environment

CPU Intel Xeon E5-2620 CPU @ 2.40GHz
Memory | Hynix DDR4-2133 32GB
0S Ubuntu 18.04.1 LTS
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Table 4. Analysis Time for Kernel Identification
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Firmware Name (MB) Functions (Caching)
Ne* - M* 1.93 String 7s 6s
ip* - T* 4.88 Kallsyms 9s 7s
TP* - C* 15.30 Kallsyms 9s 6s

Kernel identify

Total analysis time

DB Loading time Kernel identify time

Initial analysis time about 8.33s

6.7s 2.5s

Reanalysis time about 6.33s

6.0s 0.2s
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